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In 1850, Ignaz Semmelweis, a Hungarian doctor, revolutionized medicine 
with three words: wash your hands. Through observation, he discovered 
that good hygiene was inextricably linked to good health. Today, hand 
washing is widely accepted as one of the most important practices to 
prevent the spread of disease and the key to good health. 

The world is in the midst of another hygiene revolution; cyber hygiene. 
It is vital to fighting the disease that is cybercrime. According to the 
2016 Norton Cybersecurity Insights Report, 594 million people across the 
globe have been victims of cybercrime and 59 percent of Americans have 
suffered a cybersecurity breach. In 2014, the United State Investigations 
Service stated that cybercrime has become an epidemic for businesses and 
individuals alike. 

All is not doom and gloom, however. There are ways to protect one’s 
self and family from cybercrime. Similar to developing the healthy habit 
of handwashing, families that develop good cyber hygiene habits help 
to ensure their safety and well-being in the digital age. In a world that is 
more connected than ever before, cyber hygiene is the key to good cyber 
health and many of the habits needing to be developed are as simple as 
handwashing.

UNDERSTANDING CYBER HYGIENE
Cyber hygiene defined simply, is the creation and care of one’s online 
safety. It is analogues to personal hygiene and consists of daily routines, 
occasional checks, and good habits to maintain online health a.k.a. 
cybersecurity. A person who minimizes their risk of compromising their 
data or access to their protected network is considered to have excellent 
cyber hygiene. A person who does little to protect themselves online, 
whether through naivety or negligence, is considered to have poor cyber 
hygiene. For families, good cyber hygiene means employing methods, 
technologies, and practices to protect electronic devices and sensitive 
data from cyber-attack. The following cyber hygiene habits and tools will 
set up a family for solid cybersecurity.

PASSWORDS
ONE OF THE BEST DEFENSES FOR FAMILIES
Passwords are a virtual lock and key, the more complex the lock, the more 
difficult to break in. Passwords should be placed on every device that 
accesses the Internet or holds essential personal data such as phones, 
tablets, and laptops. Strong passwords contain a robust combination 
of numbers, lowercase and capital letters, and symbols, and should not 
contain a word from the dictionary. A stronger password makes it much 
more difficult for a stranger to hack into a family’s device. 

Similar to developing the 
healthy habit of handwashing, 

families that develop good 
cyber hygiene habits help 
to ensure their safety and 
well-being in the digital 

age. In a world that is more 
connected than ever before, 
cyber hygiene is the key to 

good cyber health and many 
of the habits needing to be 
developed are as simple as 

handwashing.
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ANTI-VIRUS SOFTWARE
STOPS CYBER-ATTACKS BEFORE THEY HAPPEN
Practicing good cyber hygiene entails utilizing antivirus software 
that detects incoming cyber threats before they are inadvertently 
downloaded. Symantec/Norton and AVG are just two companies that 
provide antivirus software packages. Most packages allow automated 
updates and scans to be scheduled by the users, making it exceedingly 
easy to manage. Free versions of the most popular packages are available, 
but families should remember, “You get what you pay for.” Premium or 
paid software packages provide more robust protection. 

ANTI-MALWARE
FIGHTS THE INFECTION
Similar to antivirus software, anti-malware software is a crucial tool for 
good cyber hygiene. Antimalware software protects against infections 
caused by malware which comes in many forms, but is often associated 
with ransomware (holding information hostage), adware (pop up ads), 
and spyware (collecting information on users and their habits). Utilizing 
both anti-virus and anti-malware software ensures greater online 
protection. 

NETWORK & DEVICE MONITORING
MANAGES ONLINE BEHAVIOR
Monitoring software helps parents to understand how children are using 
devices, applications, and the Internet in order to set healthy limits to 
manage online habits and experiences. Good monitoring software helps 
to block inappropriate online content even in private browsing mode and 
allows parents set limits on the time spent on sites such as Facebook, 
Twitter, Instagram, and Whatsap and playing games. Parents may also 
use the software to monitor phone calls and texts as well as track the 
location of a child in cases of emergency. 

There are two types of monitoring software. The first type is family 
friendly software that is installed on all family devices with all family 
members being aware of its presence and use. This style of monitoring 
software is highly recommended by parenting organizations. Two 
excellent packages of this type come from Symantec/Norton and 
Qustodio. Both companies have free versions and more robust premium 
versions with more features. 

The second style of monitoring software is called ‘spyware.’ Parenting 
groups caution using this type of monitoring as it can destroy trust 
between parents and children. This software is placed on family electronic 
devices, generally by the parents, without their children’s knowledge 
or consent. Spyware can be very invasive and comprehensive in its 
monitoring. Some packages allow total remote control over the device on 
which it was installed. Mobile Tracker Free is an excellent example of this 
kind of software. With it, parents are able to monitor and control every 
aspect of an Android smartphone. 

Families should consider an 
all-inclusive monitoring suite 

to ensure good cyber hygiene. 
A comprehensive package 

includes: 

Cross-platform protection,

Antivirus protection,

Firewall set-up,

Anti-spam/anti-phishing detection,

Website advisory,

Backup and recovery options, and

Parental controls. 

copyright, 2016 © Layer 8 Security



BACK IT UP
PROTECT DATA
Another good cyber hygiene practice is backing up devices on a regular 
basis, either to an external hard drive or to cloud-based storage. If a 
device is infected, it can be reformatted and all the data restored from 
storage. Backup schedules depend on how often a family adds new or 
important documents to their personal computers. Weekly backups are 
a good place to start. And the good news is that storage space is cheap. 
Families can get a five terabyte external hard drive for under sixty dollars. 
Alternatively, Google and Amazon offer inexpensive cloud storage which 
serves as a good backup for data. 

MODEL HEALTHY HABITS
ESSENTIAL FOR GOOD CYBER HYGIENE  
Modeling healthy habits and teaching children healthy habits for using 
the Internet and Internet-connected devices is an excellent defense 
against cybercrime. Fostering an ongoing, open dialogue with children 
about the benefits and dangers of the Internet is an important step. 
John Walsh from the National Center for Missing and Exploited Children 
notes that, “children whose parents and guardians regularly talk to them 
about personal safety are more likely to exhibit responsible behavior on 
their own.” Parents can engage with children by staying involved with 
their online experience; asking about favorite websites, and finding out 
who they are chatting with and about what. Parents should also educate 
children about what constitutes personal information and why it should 
never be shared online. 

AWARENESS AND HELP
October is National Cyber Security Awareness Month and this year, 
the Department of Homeland Security is urging all families to - Stop. 
Think. Connect. Now is a great time for families to learn more about 
cybersecurity and to start using tools and resources to stay safe. Layer 
8 Security understands that cybersecurity is also a people problem, 
not just a technology problem. The firm is focused on the human layer 
of cybersecurity where family health and well-being and technology 
intersect. As cyber threats evolve in sophistication so must the defenses 
of families. That is why Layer 8 Security offers tactics, techniques, and 
procedures that integrate cybersecurity into all aspects of a family plan. 
Using effective information resilience engineering, Layer 8 Security offers 
custom solutions to help families practice good cyber hygiene. Ultimately, 
family cybersecurity depends on parental vigilance, monitoring, and 
awareness. A workable plan that fits a family’s need for protection should 
be designed, put in place, and maintained in order to ensure good cyber 
hygiene. Layer 8 Security is here to help families do just that. 

The Federal Trade 
Commission’s (FTC) Children’s 
Online Privacy Protection Act 

(COPPA) defines personal 
information as any of the 

following: 

First and last name,

A home or other physical address 
including street name and name of a 

city or town,

Online contact information

A screen or user name that functions 
as online contact information,

A telephone number,

A social security number,

A persistent identifier that can be 
used to recognize a user over time 

and across different websites or online 
services,

A photograph, video, or audio file, 
where such file contains a child’s 

image or voice,

Geolocation information sufficient to 
identify street name and name of a 

city or town, or

 Information concerning the child 
or the parents of that child that the 

operator collects online from the 
child and combines with an identifier 

described above.
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