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Approaching Data Risk Management 
in the Age of Digital Transformation

Companies are digitally transforming to compete. In this white 
paper, we explain our approach to data risk management in a 
digitally enabled landscape.

by Keith Wiley, Vice President, Governance and Risk Management Advisory 



Since about 2010, we’ve seen an increasing drive for businesses in all 
industries, of all types and sizes to become “digital”. According to Gartner, 
digital business is the creation of new business designs by blurring the 
digital and physical worlds. So, what does this mean for a business? And, 
why does there seem to be a mad race to become digital? The simple 
answer is that digital information, or more simply put, data, is being 
leveraged by business to enter new markets or surpass competition.  

Take for example how Uber uses data and advanced analytics to their 
advantage to supplant incumbents; Amazon uses data to improve 
efficiency in the supply chain to a point at which many of the products 
and services are deliverable on demand. Bitcoin blurred the lines of what 
we knew as physical and virtual and is now disrupting an entire industry 
and beyond.

In life sciences and what’s commonly called 'population health', most 
research is predicting that treatments will be solely driven by, or very 
reliant on, data in the coming years. An example of this is illustrated in 
Figure 1 below, taken from the EY whitepaper, “When the human body is 
the biggest data platform, who will capture value?”2 In each horizontal 
category in the near-term and future there is a complete reliance on 
data, or what’s referred to as the digital enablement of healthcare.
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Near-term Future-state

• Primary care via 
telehealth

• Proactive patient 
monitoring, including 
home diagnostics

• Smart operating rooms • Drone and 3D 
printing create on-
demand product 
distribution

• Widspread adoption 
of electronic  health 
records

• Analytics enables 
combination of 
trasditional and 
m-health datarecords

• Blockchain-enabled
patient records

• Data transactions 
between patients and 
platforms

• First digital product 
approved

• Standards for digital 
biomarkers

• Behavioral analytics 
incorporated into 
regulatory assessments

• Disease algorithm 
approved as therapy

Seamless
data

sharing

Regulatory
Adapation

Health care
everywhere

Hyper-
personalized

care

Evolving
payment
models

• App and wearable data 
increasingly used to 
monitor heatlh

• Geonomic, 
microbiomic and other 
biological profiling 
becoming standard

• AI-enabled predicitve 
analytics routinely 
applied to patient data

• Personalized 
outcomes-focused 
“data-ome” for each 
individual

• Payment models linked 
to real-world data

• Value determination 
driven by behavioral 
and social data

• New payment 
models emerge (e.g. 
subscription, pay as 
you live)

• Focus on prevention, 
earlier disease 
interception

Introduction
One of the principles that I live by and firmly believe is that simplicity of 
design, purpose and use should be the goal of all efforts, whether 
building a bicycle or planning for and driving forward a digital 
transformation strategy. Gary Hopkins, author of The Master Within, 
was quoted stating, “People often associate complexity with deeper 
meaning, when often after precious time has been lost, it is realized that 
simplicity is the key to everything.” 

What many businesses are currently undertaking in the form of digital 
transformations, and the capabilities driving the leveraging of data, 
including the critical dependencies, can feel like anything but simple. 
The below excerpt from the article "Why data culture matters" in 
McKinsey Quarterly illustrates this concept. “The changes are neither 
uniform nor linear, and companies’ data-analytics efforts are all over the 
map. McKinsey research suggests that the gap between leaders and 
laggards in adopting analytics, within and among industry sectors, is 
growing. We’re seeing the same thing on the ground. Some companies 
are doing amazing things; some are still struggling with the basics; and 
some are feeling downright overwhelmed, with executives and members 
of the rank and file questioning the return on data initiatives.”1

Figure 1
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Consider, that in November of 2017 the first digital pill was approved by 
the FDA3; Abilify MyCite has an ingestible sensor embedded in the pill 
that records that the medication was taken. The product is approved 
for the treatment of schizophrenia, acute treatment of manic and 
mixed episodes associated with bipolar disorder. In April of 2018, the 
FDA permitted marketing of the first medical device to use artificial 
intelligence to detect greater than a mild level of the eye disease 
diabetic retinopathy in adults who have diabetes4. The software does 
not require any user intervention to function. These are two of the 
multitude of examples when traditionally we as humans would struggle. 
With this enormous increase of data comes significant risks that 
continue to evolve. 

1Diaz, Alejandro. “Why Data Culture Matters.” McKinsey & Company, 2018, www.mckinsey.com/business-
functions/mckinsey-analytics/our-insights/why-data-culture-matters.
2Licking, Ellen, et al. “When the Human Body Is the Biggest Data Platform, Who Will Capture Value?” Ey.com, 
2018, assets.ey.com/content/dam/ey-sites/ey-com/en_gl/topics/digital/ey-when-the-human-body-is-the-
biggest-data-platform-who-will-capture-value.pdf.

3Commissioner, Office of the. “FDA Approves Pill with Sensor That Digitally Tracks If Patients Have Ingested 
Their Medication.” U.S. Food and Drug Administration, FDA, www.fda.gov/news-events/press-announcements/
fda-approves-pill-sensor-digitally-tracks-if-patients-have-ingested-their-medication. 

4Commissioner, Office of the. “FDA Permits Marketing of Artificial Intelligence-Based Device to Detect Certain 
Diabetes-Related Eye Problems.” U.S. Food and Drug Administration, FDA, www.fda.gov/news-events/press-
announcements/fda-permits-marketing-artificial-intelligence-based-device-detect-certain-diabetes-related-
eye. 

As companies strive to leverage data more effectively, the approaches 
taken are varied and very wide-ranging - from the creation of digital 
intellectual property, such as algorithms or data platforms, to moving 
all systems to the cloud, to the creation of eCommerce platforms, to 
the development of smart devices such as Bluetooth capable delivery 
systems. All of this requires the ability to adjust and address data risk. 
This risk may be in the form of data flow (both ingress and egress), 
integrations to applications and services, compliance requirements with 
changing regulations or how to implement the right level of security to 
address securing data and being compliant with regulations.

At Layer 8 Security, we consider Digital (Data) Risk Management to be 
a strategy. Strategies require tactics to support them. In this article, I’ll 
be discussing some of the strategies and tactics Layer 8 Security applies 
in support of data risk management, specifically; data privacy, defining 
business processes, modeling business processes, managing data, 
mapping data flow, master data management and defining governance 
models.



Simplicity of design
Simplicity of design, purpose and use; we’ve approached data risk management as a program. Our 

framework allows us to identify and address risks and  provide artifacts that will ultimately be part of 

the digital transformation. Here's how we do it.

1.  Understand the business model

» Clearly defined objectives are necessary to begin understanding 
where to start and where the organization would like to be in its 
defined future-state. Identifying the organization’s position in the 
market, including regulatory requirements, is necessary to begin 
addressing and strategizing the plan for growth. Delivering the 
strategy requires the development or refining of the operating 
model. From there, we can measure outcomes.

2.  Identify internal and external differentiators

» Vital to understanding and protecting the organization’s best 
interests is the identification of strategic partnerships and the 
business differentiators that give the organization its strategic 
advantage. This activity is necessary to protect differentiators, the 
processes that support them and enable the organization to 
effectively address digital risk. 

3.  Define business processes

» The purpose of defining business processes is to understand each 
process, the activities that support it and the data that is used to 
perform and support each activity. The goal is to understand the 
lowest level of activity where you can identify data risk.

4.  Map data flows

» Mapping data flow enables organizations to identify risks 
introduced by integrations, ingress points, touchpoints within 
internal flows, risks ingress, and access at each touchpoint. A data 
flow diagram will help provide the visibility into how data is 
processed, enforce the principle of least privilege, minimize 
activity redundancy, ultimately streamlining these processes.

5.  Master data management

» Identifying and defining master data so it can be categorized 
and uniform in format provides organizations streamlined 
capability to port, rectify and centrally manage master data 
changes. With master data management, organizations can 
perform these activities seamlessly without intervention while 
maintaining compliance with privacy regulations.

6.  Define a governance model

» Creating a governance model that organizes risk management and 
data management such that the board or executive team receives 
the information necessary to provide strong governance and 
oversight. This way, management and its business units can 
strategize activities that work towards growth while complying with 
regulatory requirements. The goal is to drive decision making to the 
closet point of at which activities are performed to increase agility 
and performance.

7.  Embed privacy and security by design into the system lifecycle, 
system development lifecycle, or project process

» In each process, whether enterprise, sub-process, or supporting 
activity, embedding privacy and security by design into the 
software development lifecycle, system lifecycle, or project process 
is necessary to minimize risk. This will also support the governance 
model by putting decision making capability into the hands of 
those that are closest to the activities.
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Data Privacy
Organizations are facing both complex and demanding compliance 
challenges to address the emerging government regulations for data 
privacy and security. Developing a strategy to address data risk is the 
first big step towards addressing those regulatory requirements while 
maintaining growth in a competitive business landscape.

The General Data Protection Regulation
GDPR states that each controlling entity and, where applicable, the 
controlling entities representative or processor, shall maintain a record 
of processing activities (RPA) under its responsibility. That record shall 
contain all of the following information:

1. the name and contact details of the controller and, where 
applicable, the joint controller, the controller’s representative and 
the data protection officer;

2. the purposes of the processing;
3. a description of the categories of data subjects and of the 

categories of personal data;
4. the categories of recipients to whom the personal data have been 

or will be disclosed including recipients in third countries or 
international organizations;

5. where applicable, transfers of personal data to a third country or an 
international organization, including the identification of that third 
country or international organization and, in the case of transfers 
referred to in the second subparagraph of Article 49(1), the 
documentation of suitable safeguards;

6. the envisaged time limits for erasure of the different categories of 
data;

7. a general description of the technical and organizational security 
measures.

The California Consumer Privacy Act
CCPA states “Data mapping has become a popular term in recent years, 
often referring to the recording of the characteristics of a processing 
activity in order to meet GDPR Article 30 requirements. These records 
of processing are commonly created with automated tools or manually 
with a spreadsheet, but in each case, the output is generally a table 
detailing the processing activity. Alternatively, data maps can provide 
a visual depiction of the lifecycle of personal information through a 
defined process, including the applications, systems, databases and 
third parties to which the data flows. Each approach has its benefits and 
limitations, but either can be leveraged to meet compliance obligations 
under the CCPA.” 

By understanding the regulations that apply to a specific company, 
GDPR or CCPA, we then know to focus our data risk management 
activities on the business processes that are handling personally 
identifiable information or PII.
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Identifying business 
processes
To become digitally enabled, organizations must identify and/or 
redefine their processes and master data with an objective of 
automating or streamling processes. Once complete, new systems 
may be deployed and process and data governance should be put into 
place to maintain the newly structured and cleansed process and 
data. Identifying the business processes and the data that is being 
processed is also a key step in satisfying data privacy requirements.

Layer 8 Security applies a modified SIPOC model to begin to identify: 

• The data inputs, the ingress integrations, the level of access, the 
security;

• The data processing, the compliance requirements, the system 
security, the level of access, key security or privacy design elements;

• And the data outputs, the egress integrations, the level of access, 
the security.

SIPOC is a tool that summarizes inputs and outputs and 
the process by which data is transformed in a table format.  
The acronym stands for: Supplier, Input, Process, Output, 
Customer. The business objective in utilizing the model is 
to define key business processes with the goal of increasing 
process speed or reduce cycle time; to increase quality; or to 
reduce costs, such as labor, materials, scrap, or capital costs.
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Modeling business processes
By leveraging the output from the SIPOC, we can model business processes which become detailed representations of key processes of an 
enterprise, so the current process may be analyzed, improved, and digitized. A business process is a collection of related, structured activities 
or tasks that produce a specific service or product for a particular customer or customers. Starting with a top-down approach, a top-level business 
process may be, for example, Concept to Product, Procure to Pay, or Hire to Retire. These top-level processes would then be further broken down 
into sub-processes, then to activities and finally tasks to then be both re-defined and streamlined using value stream mapping or another similar 
technique and/or implemented in a system. When a business does not have pre-defined business processes, we’ve leveraged American Productivity 
and Quality Center’s open source model5  and steps as a foundation for creating and implementing business processes.

Above is a Business Process Sample Model 
using Concept to Product breaking it down 
into sample sub-processes and finally 
activities. In each stage there is data that is 
critical to the process and the end product 
that may result. 

Concept results in Discovery. If this was a 
medical device company, discovery would 
include tracking design data, using CAD 
systems, sharing information using all forms of 
communication and storing data in data 
stores. This would create areas of risk 
associated with data transfers, user access, 
system security, and data definitions

In the Market process, there would be the final 
packaging and transmission of design history, 
finalization, integrations with market research 
firms, new marketing sites, and the use of CRM 
software. Again, introducing potential areas of 
risk in many data points.
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Managing data
The management of data begins with understanding where data is coming from, where it’s being processed, 

where it’s going to, who has access, and where potential areas of risk exist. See SIPOC and Process Modeling.

Mapping Data Flow
In parallel to Modeling Business Processes, we typically create detailed 
Data Flow Maps and records of processing activities (RPA). Both 
of these activities complement each other with RPA being single 
dimensional and the other being multi-dimensional. We use the terms 
'single dimensional' in that the data is limited to a row in a report, and 
multi-dimensional in that the data and all of the complex relationships 
can be visualized in a single diagram.

In this example data flow map, a central system is processing and 
connecting to both internal and external systems / vendors. The system 
is also storing copies of data in multiple locations with different levels of 
access depending on the system. Areas of risk to be mitigated would be 
related to duplication of data, access levels, application integrations 
and vendor reliance.

Master Data Management
Master Data represents the business objects that contain the most 
valuable information across an organization. It covers static reference 
data, transactional, unstructured, analytical, hierarchical and metadata. 
Master data management is the effort made by an organization to create 
one single master reference source for all critical business data, leading 
to fewer errors and less redundancy in business processes. By providing 
one point of reference for critical information, master data management 
eliminates costly redundancies that occur when organizations rely upon 
multiple, conflicting sources of information. Working with master data  
would typically include the following activities: identifying the master 
data, most if not all times, cleansing the data, assigning ownership to 
making decisions and maintaining and finally implementing in the 
chosen solution. During mapping and modeling, we typically identify 
and work with Master Data. This includes understanding where PII and 
ePHI originates, where it is processed and where it is stored.

Example data flow map of Human Resources process
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Defining a governance operating model
Putting an operationalized governance model in place is the key to maintaining the long term viability of 

the defined and deployed processes and data, managing data risk, and if deployed correctly, will support 

the organizational transformation and agile decision making.

We recommend operationalizing the model by driving decision making power down to the people that are closest to the active work. For example, if 
a system is being modified and it impacts an IT process with no other cross functional impacts, allowing the IT architect to make the decision 
update the process and the associated data, is the method we would apply. This method allows for agile decisions and less bottlenecks; though, 
there must still be a hierarchy to handle decisions that have cross functional impacts and implications. Developing an operationalized governance 
model along with the integration of data security and privacy by design into SDLC, SLC, and Project Processes will increase speed and integrate key 
requirements where they belong and not at the tail end of activities.
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Summary
We leverage a flexible, iterative and integrated approach to address data risk management, and in the 

process realize many benefits including but not limited to:

• Shorter duration to realization of benefits along the way. For 
example, the identification and/or creation of process maps results 
in value stream benefits as well as the identification of areas of risk.

• Leveraging resources as part of an overall program results in 
more efficiency, less duplication of efforts and generally more job 
satisfaction.

• With more people that have an understanding of processes, areas 
of risk, how data or digital assets are handled and leveraged results 
in a culture that believes in the changes and embraces the change. 
We’ve found that when people are part of the process, they are 
more likely to embrace the resulting changes. 

• An increased understanding of key business processes, how data is 
being used, and regulatory/compliance requirements which results 
in the increase of understanding by people of the overall business 
and competitive landscape, which may in turn lead to more 
innovation.

• Programs drive more collaboration and if managed correctly result 
in a deeper culture of cross functional collaboration and 
understanding of business challenges in the line functions. 

• By removing the duplication of efforts and investigation, less money 
is spent towards achieving the objectives.

• With a deeper understanding of digital assets (data) companies will 
have more built in flexibility to address business changes and 
regulatory changes as they occur.

• A company will have addressed current data risks and have in place 
the ability to continue to evolve and address future data risks.

• Our approach at Layer 8 Security accounts for the need for flexibility 
and speed to address the dynamic requirements of regulatory 
changes and the agility requirements of business.

 9

Keith Wiley is the Vice President in Layer 8 Security’s Malvern, PA office. He leads the delivery of Cybersecurity 
Services as well as Governance and Risk Management Advisory, which specializes in partnering with 
companies of all sizes and complexities to develop strategies and implement tactics to address data risk and 
security.




